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Abstract
The security of cryptographic systems is directly linked to the statistical randomness properties of the random numbers used. 
Traditional statistical randomness tests can be limited in evaluating the properties of these numbers and can require long 
processing times. While widely used test suites such as the National Institute of Standards and Technology (NIST) Special 
Publication (SP) 800–22 play a crucial role in assessing data randomness, they are slow on large data sets, can only evaluate 
certain statistical properties, and fail to detect complex data patterns and dependency structures. In this paper, we propose 
a new deep learning (DL) based method to overcome these limitations. In the study, bit sequences produced by an FPGA-
based true random number generator (TRNG) and different pseudo-random number generators (PRNGs) were converted into 
image format, and classification experiments were carried out on the AlexNet, ResNet50, and EfficientNetB0 architectures. 
The results showed that AlexNet, with 87% accuracy and 99% recall, was by far the most successful method compared to the 
other models. Furthermore, the ablation analysis revealed that the components of data augmentation, early stopping, and 
cross-validation play a critical role in the model’s stability and generalizability. Providing a reliable randomness evaluation 
with high accuracy, this new method, as an alternative to traditional statistical test suites, demonstrates that AI-based solutions 
can enhance the effectiveness and accuracy of randomness assessment in cryptographic applications. The success of DL 
methods in complex data structures offers significant potential for improving the security of modern cryptographic systems.
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1 � Introductıon

In the information age, rapidly developing technologies 
have made the need for data security and encryption 
mechanisms critical. Cryptography, one of the fundamental 
disciplines that meets these requirements, employs advanced 
mathematical methods and algorithms to ensure the 

confidentiality, integrity, and authenticity of information. 
However, the reliability of cryptographic systems is tightly 
bound to the statistical randomness properties of the 
random numbers used, which are directly linked to their 
unpredictability. One of the fundamental building blocks 
of today’s modern cryptographic systems, Kerckhoffs’s 
Principle, emphasizes that a system must remain secure 
even when all its components are known except for the 
key. (Muhammad and Özkaynak 2021). This principle 
demonstrates that the security of cryptographic systems 
depends not only on algorithms but also on the generation 
of strong and unpredictable random numbers. This clearly 
reveals that secure cryptographic systems must rely not 
only on robust mathematical methods but also on reliable 
key generation techniques that ensure high accuracy and 
randomness (Özkaynak 2014). Therefore, the production 
of reliable and unpredictable random numbers continues to 
be one of the most significant technical and mathematical 
challenges faced by modern cryptography.
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The security of cryptographic systems depends not only 
on strong algorithms but also on reliable key generation 
that ensures statistical randomness properties. Accordingly, 
Random Number Generators (RNGs) are indispensable 
components for reliable key generation and encryption 
security in modern cryptographic systems However, it is 
not enough for the random numbers generated by RNGs 
to have a random appearance; these numbers must have 
strong statistical properties associated with unpredictability, 
independence, and non-reproducibility, which can be defined 
by mathematical tools and methods (Özkaynak 2014). In 
order to verify the reliability and statistical adequacy of 
random number generators, many test methods have been 
developed, including Diehard (Marsaglia 2003), NIST SP 
800–22 (Bassham et al. 2010), AIS20/AIS31 (Schindler 
2023), ENT (Walker 2008), FIPS 140–2 (Caddy 2011) 
and TestU01 (L’Ecuyer and Simard 2007). However, 
conventional approaches primarily assess the surface-
level statistical characteristics of generated sequences, 
often failing to capture intricate dependency structures. 
This shortcoming highlights the need for more powerful 
and comprehensive verification methods in the face of the 
increasing complexity of cryptographic systems. In this 
context traditional cryptographic randomness tests face 
challenges in meeting the evolving demands of modern 
cryptographic systems. In particular, widely used tests 
such as Diehard, NIST SP 800–22, and TestU01 only 
evaluate certain statistical properties, while failing to 
adequately analyze long-term dependencies and complex 
data relationships. Hence, there is an increasing demand for 
innovative methodologies that enhance randomness testing 
by incorporating deeper validation and advanced analytical 
techniques (Teh et al. 2020).

Traditional statistical randomness evaluation methods, 
while effective in analyzing certain fundamental statistical 
metrics, struggle to adapt to the growing complexity 
of cryptographic systems. These methods are generally 
effective in assessing fundamental properties of bit 
sequences, such as regularity and independence, yet they 
fail to detect complex dependency relationships and long-
term patterns. Furthermore, performance bottlenecks 
emerge when processing large datasets, leading to increased 
computational overhead and reduced accuracy. This clearly 
shows that existing methods only provide superficial analysis 
and have a limited perspective on complex data structures. 
Moreover, since these approaches are mostly based on 
fixed rules and independence assumptions, they lead to 
decreased accuracy levels in variable and dynamic data 
environments. In today's cryptographic applications, there 
is a growing need for more flexible and powerful methods 
that can effectively analyze complex dependency structures 
and unpredictable patterns in data. The development of 
innovative solutions that can overcome the shortcomings 

of existing methods has become a critical necessity to 
strengthen the security of modern cryptographic systems 
(Applebaum 2016; Ali et al. 2022; Hamza et al. 2020).

Artificial intelligence (AI) is playing an increasingly 
critical role in the field of cryptography, as in almost every 
field of technology today. With advanced capabilities 
including the analysis of complex datasets, detecting 
patterns and modeling unpredictable structures, AI 
offers innovative solutions for securing cryptographic 
systems. The relationship between these two disciplines is 
deepening at both theoretical and practical levels, and the 
powerful computational capacity offered by AI contributes 
significantly to the processes of analyzing the vulnerabilities 
of cryptographic protocols, detecting complex dependency 
structures and developing systems that are more resistant 
to attacks. Especially in the digital world, where data 
security is becoming more and more important every day, 
AI and cryptography stand out as two critical fields that 
complement each other (Rana et al. 2022; Coutinho et al. 
2018; Torkzadehmahani et al. 2022). This mutual interaction 
enables both the development of stronger measures against 
existing security threats and the creation of next-generation 
security frameworks. In particular, AI-based systems 
have the potential to provide a much more comprehensive 
assessment than traditional randomness tests by identifying 
complex dependencies in data and analyzing unpredictable 
patterns (Choithani et al. 2024; Marwala and Xing 2018).

AI is increasingly gaining increasing adoption in 
cryptographic applications, providing effective solutions 
in critical processes such as data security (Alani 2019), 
verification and optimization, the design and analysis of 
encryption protocols (Coutinho et al. 2018), and intrusion 
detection systems (Capuano et al. 2022). In particular, AI 
and machine learning (ML) algorithms play an crucial role 
in tasks such as analyzing complex encryption structures, 
detecting potential vulnerabilities, and evaluating predictive 
attack scenarios. However, the advanced modeling and 
prediction capabilities of AI enable cryptographic protocols 
more flexible and robust (Sharma et  al. 2019). In this 
context, the relationship between AI and cryptography is not 
only limited to strengthening existing systems, but also has 
the potential to serve as the foundation for next-generation 
security approaches (Choithani et al. 2024; Giudici 2018).

In this context, AI-based approaches present a robust 
alternative to overcome the limitations of traditional 
methods in statistical randomness assessment processes and 
expand the analysis capacity. In particular, DL algorithms 
can perform fast and highly accurate evaluations on large 
datasets thanks to their ability to detect complex dependency 
structures and unpredictable patterns (Coutinho et  al. 
2018; Khalid et  al. 2023). Models such as CNN allow 
analyzing random sequences of numbers by converting 
them into image format and can effectively reveal patterns 
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that traditional statistical tests cannot detect. In this way, 
AI-based testing methods not only enhance processing time 
but also improve the accuracy of randomness assessment 
processes by providing more comprehensive and reliable 
analyses (Marwala and Xing 2018; Capuano et al. 2022). 
Furthermore, the automatic learning and adaptation 
capabilities of AI enhance adaptability to diverse data 
environments by making testing processes dynamic. Such 
innovative methods offer significant potential to improve the 
reliability of cryptographic systems and create more robust 
solutions against future threats. From a broader perspective, 
given the increasing complexity of modern cryptographic 
systems, the role of AI in providing security is becoming 
increasingly crucial (Choithani et al. 2024; Giudici 2018).

Consequently, traditional approaches to secure 
cryptographic systems fall short in addressing the 
increasingly complex threats and dynamic data environments 
in the modern world. In critical processes such as reliable 
randomness assessment and strong key generation, 
AI-assisted methods offer solutions that exceed the limits of 
existing methods thanks to both DL algorithms and advanced 
analysis techniques. The advanced modeling, prediction and 
adaptation capabilities of AI not only increase the reliability 
of existing systems, but also contribute to shaping future 
cryptographic standards. In this context, this study aims to 
improve the security level of modern cryptographic systems 
by demonstrating the advantages of AI-based methods over 
traditional statistical evaluation approaches. It is envisaged 
that the new perspective that this study will bring to the 
literature will provide important contributions in terms of 
both theoretical and practical applications.

In this study, an AI-assisted innovative approach with a 
hierarchical structure, illustrated in Fig. 1, is proposed to 
overcome the limitations of traditional methods and provide 

a more comprehensive evaluation in randomness analysis. 
The proposed method utilizes not only raw bit sequences 
generated by an FPGA-based RO-TRNG (Altera Cyclone 
IV EP4CGX150DF31) but also post-processed FPGA data 
and sequences obtained from a PRNG, including both NIST-
compliant and non-compliant sequences. This enabled the 
creation of a balanced dataset from four distinct data classes, 
ensuring that an equal number of samples from each class 
were used for unbiased model training. The collected data 
were processed using deep learning-based models, with 
AlexNet’s 17-layer optimized architecture evaluated as 
the primary model, alongside comparative analyses with 
ResNet50 and EfficientNetB0 architectures. For use as model 
input, each bit sequence was transformed into an image 
format; sequences structured into specific matrices were 
converted into 224 × 224 pixel color images. By leveraging 
the strong representational capabilities of deep learning 
architectures on image data, this approach enabled the 
analysis of randomness properties not only statistically but 
also in terms of structural and dependency-based patterns.

Among the deep learning-based approaches employed 
in this study, the AlexNet, ResNet50, and EfficientNetB0 
models were comparatively evaluated. The AlexNet model 
demonstrated the most successful performance among the 
models, achieving 87% accuracy and 99% recall during 
training and testing, providing a robust solution in terms 
of both speed and reliability. Although ResNet50, due to its 
deep architecture, possesses the capacity to learn complex 
features, it exhibited lower accuracy and a tendency to 
generate higher false positives. EfficientNetB0, on the 
other hand, presented a more balanced performance in 
terms of accuracy and F1 score but still lagged behind 
AlexNet’s success. The TRNG- and PRNG-derived data 
used in the training process were evaluated in both raw 

Fig. 1   Modeling the randomness test with DL
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and post-processed forms, thereby incorporating not only 
real-time experimental data but also various artificial data 
sources into the analysis. This comprehensive approach 
not only meets the randomness evaluation requirements 
of modern cryptographic systems but also provides a 
more flexible, reliable, and extensive analytical process 
compared to traditional methods. The findings of the study 
demonstrate that deep learning methods yield effective 
results across critical performance metrics such as accuracy, 
precision, sensitivity, and processing speed. Consequently, 
the proposed approach introduces an innovative perspective 
to randomness analysis—a fundamental component of 
cryptographic security—and offers a robust solution capable 
of addressing the technological demands of the future.

1.1 � Literature review and problem definition

In recent years, the relationship between DL and 
cryptography has strengthened, and remarkable studies 
have been carried out in this field. In the development 
of pseudorandom number generators (PRNGs) used in 
cryptographic applications, the advantages of chaotic 
systems have come to the forefront. In this context, Irfan 
et  al. (2020) succeeded in increasing the randomness 
properties with a hyperchaotic logistic map-based PRNG 
design. Similarly, Kuznetsov et  al. (2024) explored the 
potential of DL in cryptographic key generation based on 
biometric data and presented security solutions for the 
post-quantum era. On the other hand, Zaid et al. (2020) 
showed how DL-based neural networks can be effectively 
used in side-channel attacks. Zhao and Fan (2019) proposed 
a ML-based approach to detect different block cipher 
algorithms using Euclidean distance based feature extraction 
methods. Examining the impact of modern attack techniques 
on cryptographic devices, Gu et al. (2020) emphasized the 
importance of secure key generation and robust randomness 
testing. In addition, Perin et al. (2021) aimed to improve 
the accuracy of key recovery processes by developing a 
DL-based system that can recover private keys subjected to 
specific attacks.

Randomness testing is one of the cornerstones of 
cryptographic security, and traditional test suites used in 
this area include NIST SP 800–22 (Bassham et al. 2010), 
Dieharder (Brown 2006), and TestU01 (L’Ecuyer and Simard 
2007). In addition, NIST SP 800-90B (Turan et al. 2018) 
provides minimum entropy estimation methods to evaluate 
the quality of entropy sources. On the other hand, tests such 
as frequency (Knuth 1997) and autocorrelation (Gentle 
2003) are often used to analyze randomness deviations in 
generated sequences of numbers. However, these traditional 
methods have been reported to be inadequate, especially 
for high-dimensional data and for analyzing complex 
dependencies (L’Ecuyer and Simard 2007). At this point, 

the integration of DL into randomness testing emerges as 
an important alternative. DL architectures such as AlexNet, 
with their automatic learning processes and feedback 
mechanisms, both improve evaluation accuracy and provide 
significant advantages in cryptographic applications (Hinton 
et al. 2006).

On the other hand, there are also studies to improve the 
performance of traditional methods. For example, a study 
on speeding up the NIST test suite has shown significant 
performance improvements (Sýs and Říha 2014). However, 
different approaches have been developed for applying ML 
and DL-based methods to randomness testing (Feng and 
Hao 2020; Li et al. 2020). Fischer (2018) proposed the use 
of artificial neural networks to evaluate cryptographically 
secure pseudorandom number generators (CSPRNG) and 
achieved superior performance compared to traditional 
tests. Similarly, Nagy and Suciu (2021) have succeeded 
in improving the accuracy of statistical tests in the NIST 
test suite by supporting them with neural networks. Wu 
et al. (2011) developed statistical hypothesis tests based on 
Number of Pixels Change Rate (NPCR) and Unified Average 
Changing Intensity (UACI) measurements for the evaluation 
of image encryption algorithms.

The high modeling capacity offered by DL is not only 
limited to increasing the reliability of random number 
generators, but has also been used in the analysis of 
cryptographic structures. In this direction, DL-based 
analyses have been performed for the prediction of active 
numbers in S-box structures of block ciphers (Idris et al. 
2021). Similarly, ML methods have been utilized to evaluate 
the robustness of optical continuous variable quantum 
random number generators (QRNG) against classical noise 
(Truong et al. 2018).

Recent advancements in image steganography have 
demonstrated the potential of color transformation 
techniques for secure information embedding. Li et  al. 
(2024) introduced a novel approach that leverages 
de-colorization and re-colorization processes to conceal 
data within color channels, effectively enhancing resistance 
against conventional steganalysis. Their method not only 
preserves visual fidelity but also exploits the perceptual 
characteristics of color conversion to obfuscate hidden 
patterns. Although the present study focuses on evaluating 
the randomness of TRNG and PRNG outputs using deep 
learning models, the conceptual parallels with Li et al.’s 
work—particularly in terms of leveraging transformation 
domains for security—highlight the broader applicability 
of AI-driven methodologies in cryptographic systems.

Moreover, recent studies combining chaotic systems 
with neural networks for randomness generation and 
cryptographic applications have drawn attention. In these 
approaches, sequences obtained from chaotic maps are 
integrated with AI-based models, providing advantages 
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such as high entropy, wide chaotic parameter ranges, and fast 
computation, particularly in the areas of image encryption 
and pseudorandom number generation (Gao et al. 2024, 
2025a). These studies align with our proposed approach, 
which relies on deep learning-based classification of FPGA-
based TRNG and PRNG data, reflecting current trends in 
the literature.

In addition to randomness evaluation studies, recent 
research has also examined the security of data hiding 
and encryption schemes against known-plaintext attacks. 
For instance, investigations into reversible data hiding in 
encrypted images have revealed potential vulnerabilities 
when block permutation and co-modulation techniques 
are applied, as well as limitations under redundant space 
transfer approaches (Lingfeng et al. 2022; Qu et al. 2024). 
Although the present study focuses on TRNG and PRNG 
randomness analysis with deep learning models, considering 
such findings highlights the broader relevance of robustness 
against known attack vectors in cryptographic systems.

Furthermore, approaches such as Neural Cryptography, 
where neural networks are employed for secure key 
exchange, have introduced new perspectives to the field. 
AI-based models such as autoencoders and Generative 
Adversarial Networks (GANs) have also been effectively 
used for encrypting multimedia data (Nitaj and Rachidi 
2023; Oseni et  al. 2021). In conclusion, the literature 
demonstrates that DL provides significant contributions 
across a wide range of cryptographic applications, from 
randomness testing and secure key generation to complex 
attack analysis. Considering the increasing volume and 
diversity of data, DL-assisted approaches are expected to 
play a critical role in enhancing the reliability and resilience 
of cryptographic systems in the future.

1.2 � Motivation and contributions

Tests for statistical randomness assessment in 
cryptography use different mathematical methods to 
determine the statistical properties of random numbers. 
These tests, however, lack a single mathematical definition 
of randomness, making it impossible to create a universal 
test or a perfect method. While each test analyzes certain 
properties (e.g. NIST smoothness and independence, 
DIEHARD complex dependencies), it may ignore other 
aspects. This leads to contradictions or discrepancies 
between the results of the tests due to the focus on 
different and limited number of statistical properties 
on the same sample sets. Furthermore, limitations of 
the tests, such as different data requirements, inability 
to detect dependencies and patterns, inconsistencies in 
mathematical assumptions, and false positive/negative 
results, may cause a sequence that succeeds in one test to 
fail in another test. These limitations necessitate the use of 

multiple tests together in randomness analysis and suggest 
the need to develop more comprehensive approaches. 
This is the main motivation for this study and necessitates 
the development of generalizable AI-based methods to 
overcome the statistical limitations of existing tests. In this 
way, it is aimed to create more scalable, fast and accurate 
randomness evaluation processes that can detect complex 
dependency structures with high accuracy and meet the 
requirements of modern cryptographic systems. The core 
contributions of the proposed method, whose hierarchical 
representation is shown in Fig. 1, can be summarized as 
follows:

•	 The reliance on experimental data not only from 
theoretical models but also directly from TRNG 
outputs produced in real-time FPGA environments 
and sequences obtained from PRNGs increases the 
reliability of the method and supports its applicability 
in cryptographic applications.

•	 The proposed approach provides the ability to detect 
complex dependency structures and long-term patterns 
in random numbers with high accuracy, which are often 
undetectable by traditional statistical tests.

•	 In this  study,  the AlexNet,  ResNet50,  and 
EfficientNetB0 architectures were comparatively 
examined; the results demonstrated that AlexNet 
achieved the highest performance with 87% accuracy 
and 99% recall, while the other two architectures 
exhibited relatively lower performance.

•	 Additionally,  ablation analyses detailed the 
contr ibut ions  of  components  such as  data 
augmentation, early stopping, and cross-validation to 
the performance and stability of the proposed method.

•	 The proposed method offers a scalable solution by 
optimizing processing time on large datasets and 
provides the potential for generalizable randomness 
analysis.

In terms of contribution to the literature, this 
methodology fills an important gap in randomness 
evaluation by offering advanced detection capabilities. 
This DL-based approach stands out for its applicability 
on various sources of randomness, such as hardware 
RNGs, quantum RNGs, etc., strengthening the design and 
security of cryptographic protocols. At the same time, by 
opening the door to new areas of research, such as transfer 
learning or adversarial robustness, this methodology not 
only improves existing applications but also lays a solid 
foundation for future research. In this context, it has the 
potential to be a benchmark for setting the next generation 
of standards and redefining randomness testing in terms of 
sensitivity, accuracy and scalability.
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1.3 � Paper organisation

The remaining sections of this paper are organized as 
follows: In Sect. 2, the concept of randomness, random 
number generators, and the role of randomness in 
cryptography are discussed, along with the limitations of 
existing traditional testing methods. Section 3 introduces 
the dataset generated using FPGA-based RO-TRNG 
and various PRNG sources, detailing the transformation 
and preprocessing steps as well as the data distribution. 
Section 4 presents the experimental studies conducted on the 
AlexNet, ResNet50, and EfficientNetB0 models, including 
the training and validation processes, hyperparameter 
settings, cross-validation methods used, and performance 
evaluation metrics. This section also provides findings 
related to confusion matrices, prediction outputs, training 
and validation losses, and classification performance 
through figures and tables. In Sect. 5, the obtained results 
are discussed, and the comparative performance of the 
models is evaluated. Finally, the last section summarizes 
the overall conclusions of the study, highlights the strengths 
and limitations of the proposed methodology, and provides 
recommendations for future research directions.

2 � Theoretıcal background

This section addresses the fundamental principles of existing 
randomness tests used in cryptographic applications, the 
traditional limitations of these tests, and the potential 
contributions of AI-based innovative approaches. 
Additionally, the structure, functionality, and limitations 
of widely used test suites, such as NIST SP 800–22, are 
explained to discuss the extent to which these tests meet 
modern cryptographic requirements. Furthermore, the 
superior performance of DL methods, particularly CNN-
based approaches, in analyzing complex data structures is 
elaborated, with a focus on the application of models such as 
AlexNet in randomness testing. In this context, the section 
aims to present the theoretical background underpinning 
the study and to explain the technical foundations of the 
methods employed.

2.1 � Randomness, random numbers 
and cryptography

In cryptography, randomness plays a critical role in 
information security. Randomness is a fundamental element 
that increases the resilience of a system against attacks by 
making it unpredictable. The security of cryptographic 
algorithms depends on the unpredictability of the keys and 
other secret parameters used. For example, if the key used 
in an encryption algorithm contains a certain regularity or 

predictability, attackers can guess this key and the security 
of the system can be compromised. Therefore, cryptographic 
keys are based on high-quality random values obtained 
from trusted random number generators. The security of 
today's modern cryptographic systems relies heavily on the 
statistical properties of the random numbers used (Simion 
2020; Manucom et al. 2019; Mannalatha et al. 2023).

There are some basic requirements that random numbers 
used in cryptographic systems must meet. First, they must 
be unpredictable and unpredictable by outside observers. 
Secondly, the numbers generated must be independent of 
each other and there must be no patterns or correlations 
between them. Also, the random numbers must fit a certain 
distribution. For example, each number is expected to have 
an equal probability of being chosen. If these requirements 
are not met, serious security vulnerabilities can arise in 
cryptographic systems (Mengdi et al. 2021; Aljohani et al. 
2019).

The basic statistical requirements for random 
numbers used in cryptographic systems also determine 
the characteristics of the generators that produce them. 
Properties such as unpredictability, independence and 
statistical stability are required not only for the generated 
numbers, but also for the algorithm or hardware that 
generates them. PRNGs generate random sequences at 
high speed from a given seed value based on mathematical 
algorithms. However, their deterministic nature limits their 
use in high-security situations. TRNG generates completely 
unpredictable and high-entropy numbers by exploiting 
physical processes such as electronic noise or quantum 
events. Therefore, TRNGs have become an indispensable 
component of modern cryptographic systems. Consequently, 
randomness analysis and generation must be rigorously 
evaluated not only in terms of the numbers generated, 
but also in terms of the architecture and operation of the 
generators supporting this process (Jacak et  al. 2021; 
Garipcan and Erdem 2020; Koç, 2009).

2.2 � Randomness test suites and their limitations

Assessing the suitability of random number sequences for 
cryptographic applications is possible by verifying their 
statistical adequacy. This verification is usually done with 
observational statistical tests, but these tests do not take into 
account the methods by which the number sequences are 
obtained and the internal structure of the generator. These 
testing tools try to detect erroneous distributions in the 
number sequences and sub-patterns that show statistical 
dependence. The ability of an ideal random number 
generator to generate numbers with equal probability is a 
significant challenge for the random numbers being tested. 
Therefore, it is difficult to conclusively determine whether 
a generator produces ideal random numbers based on 
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observational test results alone. Furthermore, these tests can 
produce false positives and lead to erroneous assessments 
of random numbers.

Randomness tests usually consist of three basic steps 
to assess whether a sequence has certain statistical 
properties. In the first step, the statistical properties of the 
tested sequence of numbers are analyzed by defining a 
variable function of the form F(X). In the second step, the 
probability distribution of the sequence of the form X (σ) 
= tp,� ∈ Ω,X ∶ Ω → R is calculated. This is done in order 
to check whether the tested sequence of numbers conforms 
to a given statistical distribution. In the last step, the test 
statistic is evaluated in terms of the null hypothesis (H0). 
The null hypothesis (H0) assumes that the examined number 
generator is indistinguishable from a true random number 
generator and this hypothesis is tested. The alternative 
hypothesis (Ha) asserts that the number generator is not 
random. In this process, the acceptance or rejection of the 
null hypothesis allows one to decide whether the tested 
sequence satisfies the randomness criteria. The types of 
errors that can be encountered for both cases are shown in 
Table 1 (Bassham et al. 2010; Akcengiz et al. 2024).

a let be the predefined significance level for the null 
hypothesis (H0). In this case, the statistical randomness 
test is evaluated based on the probability X (σ) = tp and is 
calculated as follows.

In statistical randomness tests, the initial assumption 
that the sequences being tested come from a random source 
is called the null hypothesis (H0). The null hypothesis 
assumes that the sequence is derived from a random 
number generator, and the test is performed to evaluate 
the accuracy of this assumption. The tests work on a given 
randomness statistic and the values of this statistic are used 
to decide whether H0 should be accepted or rejected. The 
alternative hypothesis (Ha) states that the sequence is not 
random. If the test criteria are not met H0, is rejected and 
Ha is accepted. For each test, the distribution of possible 
values of the statistic under the randomness assumption 
is determined and the theoretical reference distribution is 
calculated mathematically. In the final step, the critical value 

(1)P
(

X(𝜎) = tp
)

{

≤ 𝛼 𝜎 is not random.

> 𝛼 𝜎 passed the test.

is compared with the test statistic to decide whether the null 
hypothesis should be rejected.

Although conventional randomness tests provide an 
important foundation for cryptographic systems, they 
are limited by the complexity and increasing security 
requirements of modern systems. In particular, tests such 
as NIST SP 800–22 analyze basic properties such as 
independence and uniformity, while ignoring complex 
dependency structures and long-term patterns. More 
advanced tools, such as DIEHARD and TestU01, offer a 
wider range of analyses, but can increase computational 
costs and show limited flexibility on large data sets.

These shortcomings make it clear that modern and 
scalable solutions need to be developed. In this context, 
DL-based methods are considered as a powerful alternative 
that can complement the shortcomings of conventional tests, 
offering broader analysis capabilities and high accuracy 
rates. With its capacity to detect complex dependency 
structures and efficiently handle large data sets, DL has 
the potential to provide a more flexible and comprehensive 
solution that meets modern cryptographic needs.

2.3 � Deep learning and convolutional neural 
network architecture

DL, as a sub-branch of ML, has a wide range of applications 
today with its capacity to model complex data patterns 
and relationships. Especially in areas such as big data 
analytics, image processing, natural language processing 
and cyber security, significant success has been achieved. 
This technology, derived from artificial neural networks, 
has the ability to discover hidden patterns in the data and 
make predictions using these patterns thanks to its multilayer 
network structures. The success of DL is based on the 
development of optimization algorithms that increase the 
complexity and accuracy of these models, along with access 
to large datasets and high processing power (Kim et al. 2022; 
Mehmood et al. 2024; Kishore et al. 2023).

CNN is one of the most widely used and effective 
architectures of DL models, especially in visual data 
processing. CNNs are characterized by their ability to 
extract meaningful features from input data without 
human intervention. The architecture consists of different 
components: convolutional layers, pooling layers and fully 
connected layers. Convolutional layers extract important 
features from the data, while pooling layers function to 
reduce size and prevent overlearning. The feature extraction 
provided by these layers enables the model to learn complex 
dependency structures and detect patterns in the data. 
CNNs can be used in a wide range of applications such 
as image recognition, medical image analysis and natural 
language processing, providing optimized solutions in 
terms of accuracy and computational efficiency compared 

Table 1   Hypothesis test outcomes for randomness evaluation

Randomness Source Conclusion

H0 Acceptance Status Ha Acceptance Status

Generator Random No Error Type I Error
Generator Not 

Random
Type II Error No Error
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to traditional neural networks (Das et al. 2019; Liu et al. 
2022; Salem et al. 2018).

The use of CNN in randomness testing offers significant 
advantages in overcoming the shortcomings of traditional 
statistical tests. In particular, the ability to detect 
complex dependency structures and identify long-term 
data relationships makes the integration of CNNs into 
cryptographic security systems important (Priya et al. 2024). 
Mathematically, the fundamental operation of a CNN, 
convolution, extracts specific features from an input matrix 
through the application of filters and can be expressed as 
shown in Eq. 2:

Here x represents the data points in the input matrix,w 
denotes the learned filters,b the bias value and f  the 
activation function. This operation allows CNNs, when 
analyzing random number sequences, to go beyond 
fundamental randomness criteria such as statistical 
independence and uniformity. Dependency relationships and 
patterns that traditional tests may overlook can be examined 
in greater depth due to the multilayered structure of CNNs.

In this study, different deep learning architectures were 
comparatively evaluated to enhance randomness testing, 
specifically employing the AlexNet (Krizhevsky et  al. 
2017), ResNet50 (He et al. 2016) and EfficientNetB0 (Tan 
and Le 2019) models. AlexNet is a widely recognized 
CNN architecture in deep learning and, with its 17-layer 
optimized modern version, stands out in analyzing the 
randomness levels of number sequences. ResNet50, on the 
other hand, possesses the capacity to learn more complex 
features through residual connections, which are designed 
to mitigate learning losses caused by deep consecutive 
layers. EfficientNetB0 is an optimized CNN architecture 
that provides a balanced performance in terms of accuracy 
while maintaining relatively low computational cost. The 
combined evaluation of these models enables a comparative 
analysis across architectures with varying depths and 
parameter optimizations, rather than relying on a single 
model.

In this study, different deep learning architectures 
were employed to advance randomness testing beyond 
the capabilities of traditional methods. The multilayered 
structures of AlexNet, ResNet50, and EfficientNetB0 provide 
the ability to analyze a wide spectrum of features, ranging 
from low-level characteristics to high-level abstractions. 
In particular, converting bit sequences into image format 
enables a more detailed and visually supported analysis 
of the data. This approach allows both the optimization 
of processing speed and the more reliable evaluation of 
the tested sequences. Thanks to their GPU-based parallel 

(2)yi,j = f

(

∑

m,n

xi+m,j+n ⋅ wm,n + b

)

processing capabilities and deep learning strengths, all three 
models facilitate efficient analysis of large-scale datasets, 
offering innovative solutions aligned with the security 
requirements of modern cryptographic systems (Tan et al. 
2021; Deebak and Hwang 2025; Tolba 2024).

In conclusion, the CNN-based approaches employed in 
this study have transcended the limitations of traditional 
statistical tests, providing a more comprehensive and 
highly accurate evaluation process. The findings indicate 
that AlexNet outperformed the other models with 87% 
accuracy and 99% recall, whereas ResNet50 exhibited a 
tendency for false positives despite lower accuracy, and 
EfficientNetB0 demonstrated a more balanced but relatively 
lower performance. Deep learning models such as AlexNet 
not only enable the rapid and efficient analysis of large-scale 
datasets but also detect dependencies and patterns that may 
be overlooked by conventional tests. This underscores the 
potential of deep learning methods to enhance the accuracy 
and reliability of randomness testing in cryptographic 
systems.

2.4 � Jitter based true random number generation

In this work, we adopt a jitter-based approach for random 
number generation and choose an RO-based TRNG 
architecture known as the Sunar (Sunar et al. 2007) model. 
This architecture is chosen because it can be easily integrated 
due to its simple hardware design, as well as its ability to 
provide the non-deterministic definition of the noise source 
in TRNG by itself and thus generate a random bit stream 
at high speed. This method, which is widely used in the 
literature, has the advantage that it can be implemented in 
integrated devices without the need for analog-to-digital 
conversion.

The TRNG architecture, schematically shown in Fig. 2, 
comprises 114 parallel-connected ROs consisting of 13 logic 
gates, whose combinational description is given in Fig. 3. 
The phase jitter generated by these oscillators is the result 
of a combination of local phenomena, such as thermal 
and flicker noise, and phenomena caused by the operating 
conditions of the device (e.g. temperature and voltage 
variations). As shown in the figure, the oscillator outputs 
are sampled with the help of a D Flip-Flop (DFF) combined 
with an XOR network to generate true random numbers at 
bit level.

The number of clock signals in the RO cycle can be 
calculated using Eq. 3, assuming constant time for each 
inverter. In practice, however, the propagation and routing 
delay in each logic gate introduces an unstable delay that 
causes periodic irregularities in the signals. This irregularity 
is called phase jitter and acts as a source of randomness. 
These random variations in the clock signals result from a 
combination of local (thermal and flicker noise) and global 
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(power supply and temperature variations) phenomena 
of the device and are unpredictable within any sampling 
period (Sunar et al. 2007). Therefore, in addition to Eq. 3, 
the mathematical definitions in Eqs. 4 and 5 are necessary 
to obtain a more accurate definition for RO. In Eqs. 4 and 5, 
Di and Ri are fixed delay times corresponding to the nominal 
supply and temperature level of the digital device. In both 
equations, real random delay variations ( ΔdLi − ΔrLi and 
ΔdGi − ΔrGi ) due to local and global events, respectively, 
cause jitter. The direction and magnitude of these variations 
in the clock signals are inherently unpredictable for any 
sampling period (Garipcan and Erdem 2022).

In Eq. 3, di is the latency of the logic gate, ri, is the gate 
routing delay,k is the number of logic gates in the loop. In 
Eqs. 4 and 5,Di and Ri represent the constant delay in the 
nominal conditions of the device,ΔdLi and ΔrLi represent 
the random variation due to local events, and ΔdGi,ΔrGi 
represent the variation due to global events. The TRNG 

(3)T = 2

k
∑

i=1

(

di + ri
)

(4)di = Di + Δdi = Di + ΔdLi + ΔdGi

(5)ri = Ri + Δri = Ri + ΔrLi + ΔrGi

architecture, from which the data used in the training 
and validation processes of the proposed DL model were 
obtained, was implemented in real time on the Altera 
Cyclone IV EP4CGX150DF31 FPGA development board, 
and the experimental setup is as shown in Fig. 4.

2.5 � Random number generation with PRNG

Alongside TRNG, datasets were also obtained from PRNG 
to enable comparative analysis in this study. These datasets 
consisted of both high-quality sequences that passed the 
NIST SP 800–22 test suite and sequences deliberately 
modified to fail certain NIST tests by introducing artificial 
distortions. This approach allowed the proposed deep 
learning-based classification method to be evaluated not 
only on truly random sequences but also on artificially 
patterned and insecure sequences.

The generation of PRNG data employed a locally biased 
strategy. In this method, a dominant bit was selected for each 
block and repeated with a certain probability (bias = 0.8 ). 
This created an imbalanced bit distribution within the block, 
producing PRNG sequences that specifically failed NIST’s 
Frequency Within a Block and Serial tests. This strategy was 
chosen because it is both straightforward to implement and 
widely recognized in the literature, allowing for controlled 
generation of synthetic sequences that would not pass NIST 

Fig. 2   RO-based TRNG 
architecture

Fig. 3   RO combinational 
notation
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tests. The mathematical representation of this approach is 
given in Eq. 6:

Here, b denotes the dominant bit, and � represents the 
bias ratio.

Additionally, high-quality PRNG sequences without any 
artificial distortions were generated using Python’s secrets 
library. These sequences successfully passed the NIST tests 
and were used to evaluate the models’ ability to correctly 
classify secure random sequences.

The dataset created through these strategies enabled a 
comprehensive training and testing process using both 
hardware-generated TRNG data and synthetic PRNG 
sequences. This approach ensured that the model could 
effectively distinguish between “random” and “non-random” 
bit sequences with high accuracy.

3 � Implementatıon of deep learnıng model 
and fındıngs

In this section, the randomness levels of the bit sequences 
generated by the TRNG were evaluated using both the 
NIST SP 800–22 test suite and a deep learning (DL)–based 
method. By combining the reliability provided by the NIST 
test suite with the ability of DL models to detect patterns 
in complex data structures, a comprehensive analysis was 
conducted. The evaluation was carried out in three stages: 
First, the fundamental statistical properties of the bit 
sequences were examined using the NIST SP 800–22 test 
suite, and the randomness levels were determined based on 

(6)xi =

{

bwith probability �

1 − b with probability 1 − �

the p-values. Next, the same bit sequences were converted 
into image format to enable analysis with CNN-based 
deep learning models, which were trained to detect data 
dependencies. The performance of the model was assessed 
using the Area Under the Curve (AUC) metric. Finally, the 
NIST test suite and the DL model were compared in terms 
of accuracy, processing time, and efficiency. The results 
demonstrate that the DL-based method, when combined 
with the NIST test suite, can provide a new perspective for 
randomness analysis and, in particular, optimize processing 
time for large-scale datasets.

3.1 � Acquisition and preprocessing of the dataset

In this section, the creation and preprocessing of the dataset 
used in the experimental study are presented. As a real-time 
setup, the RO-based TRNG shown in Fig. 2 was employed, 
and bit sequences obtained at the hardware level were used 
as one of the primary data sources for the proposed models. 
Additionally, for comparative analysis, bit sequences 
generated from a standard PRNG were also included in 
the dataset. The raw data obtained from both TRNG and 
PRNG were subjected to preprocessing steps according to 
the logical scheme presented in Fig. 5, in order to enhance 
the reliability of logical validation and to prepare the data 
for the model training process. Bit sequences labeled based 
on their statistical randomness properties were subsequently 
transformed into image format, resulting in the formation of 
both training and testing datasets.

The study utilized not only the raw FPGA-based 
RO-TRNG data but also post-processed FPGA outputs and 
standard PRNG-generated sequences. Given the high time 
cost associated with generating FPGA data, 2, 000 sample 
files were produced for each class to ensure a balanced 

Fig. 4   Real-time experimental 
setup of the TRNG architecture
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distribution, resulting in a total of 8, 000 files forming a 
balanced dataset. These four classes correspond to: raw 
FPGA data, post-processed FPGA data, PRNG sequences 
passing the NIST tests, and PRNG sequences failing the 
NIST tests. This approach ensured that the model was 
not solely dependent on a single hardware-based source, 
enabling a broader evaluation by considering diverse data 
types and levels of randomness.

In the first step of the preprocessing stage, the bit 
sequences with the “.mif” extension obtained from the 
FPGA environment were converted into a format compatible 
with the NIST SP 800–22 test suite. In this phase, 4000.
mif files, each containing 1, 204, 224 bits, were transformed 
into equivalent “.txt” test files with a single row and single 
column format, as illustrated in Fig. 6, to facilitate statistical 
randomness analysis. The transformed test files were then 

subjected to the NIST SP 800–22 tests for labeling. During 
this labeling process, files that met the test criteria were 
classified as “passed,” while those that failed were labeled 
as “not passed.” This step represents a critical preprocessing 
procedure to ensure that the data is suitable for input into the 
deep learning model.

In the next step, the test files were converted into RGB 
image data with dimensions of 224 × 224 pixels. During 
this transformation, each pixel was represented by a 24-bit 
data block, where the first 8 bits were assigned to the red 
(R) channel, the next 8 bits to the green (G) channel, and the 
final 8 bits to the blue (B) channel. This configuration was 
implemented according to the classical RGB (TrueColor) 
model, using a fixed 8-bit color depth for each channel. The 
bit sequences were scanned row by row (left to right, top to 
bottom) and mapped to the pixel matrix, thereby preserving 

Fig. 5   Preprocessing stages of bit sequences obtained from TRNG and PRNG for training with DL model

Fig. 6   Transformation stages of real random number/bit sequences for statistical randomness and DL model
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the data order corresponding to Big-Endian format. This 
approach prevented encoding errors related to endianness 
or color depth inconsistencies. The methodology followed 
for converting the bit sequences into images is illustrated 
in Fig. 7.

Ensuring a fixed and consistent mapping of the data in 
this manner is critical for classification performance. Even 
a minor deviation in the RGB channel order or a distortion 
in color depth can lead to misinterpretation of the structural 
patterns that the model is attempting to learn. Therefore, 
the conversion process was carried out using a total of 
1, 204, 224 bits of data per image, with meticulous checks 
to ensure that no gaps or missing data remained at the end 
of the files. Additionally, try-except mechanisms were 
implemented during encoding to detect potential errors; 
any samples containing corrupted or incomplete data were 

excluded from the system, ensuring that only valid and 
structurally consistent images were included in the training 
process. This approach allowed the model to perform 
reliable randomness analysis both statistically and visually. 
The parameter set for the test criteria and the metrics related 
to sequence lengths are provided in Table 2.

After completing the conversion and preprocessing steps, 
the dataset was evenly split to ensure balanced classification 
during the model’s learning process. The structure of the 
dataset is presented in Table 3. Out of the total 8, 000 images, 
6, 400 were allocated for training and 1, 600 for validation. 
The dataset was evenly divided between the “passed” and 
“failed” classes, with each class containing 3, 200 training 
images and 800 validation images. This distribution was 
optimized to ensure that the model accurately learns 
and generalizes from both randomness-compliant and 

Fig. 7   Converting bit strings to image format

Table 2   Probabilistic 
distributions and input sizes of 
NIST 800–22 test criteria

Test No Test Name Reference Distribution Size

1 Frequency test Halfnormal n ≥ 100

2 Frequency test within a block x2(chi − square) n ≥ 100

3 Run test x2 n ≥ 100

4 Test for the longest run of ones in a block x2 n ≥ 128 − 750, 000

5 Binary matrix rank x2 n ≥ 38, 912

6 Discrete Fourier transform Normal n ≥ 100

7 Non-overlapping template matching x2 n ≥ 10
6

8 The overlapping template matching test x2 n ≥ 10
6

9 Maurer's universal statistical test Halfnormal n ≥ 387, 340 − 109

10 Linear complexity test x2 n ≥ 10
6

11 Serial test x2 m ≤ log2(n) − 2

12 Approximate entropy test x2 m ≤ log2(n) − 2

13 Cumulative sums Normal n ≥ 100

14 Random Excursions x2 n ≥ 10
6

15 Random Excursions Variant Halfnormal n ≥ 10
6
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non-compliant bit sequences. As a result, overfitting to 
any single class during training was prevented, enabling 
statistically balanced learning.

To mitigate overfitting during training, Dropout and 
early stopping mechanisms were employed. A Dropout rate 
of 50% was applied, randomly disabling certain neurons 
to facilitate a more balanced learning process. The early 
stopping mechanism was activated with a minimum of 
50 epochs, terminating training when an increasing trend 
in validation loss (val_loss) was observed. This ensured 
that the model did not overfit the training data, preserving 
the optimal weights based on validation performance. 
Examination of the training and validation curves revealed 
that convergence in the AlexNet model stabilized around 
epochs 60 − 70 , whereas validation performance in the 
ResNet50 and EfficientNetB0 models remained limited to 
the 50 − 56% range. These criteria indicate that potential 
overfitting situations were systematically identified and early 
stopping was applied according to precise rules.

3.2 � Model training and hyperparameter 
optimization

After completing the preprocessing and data transformation 
steps, the training of deep learning-based models was 
carried out. The bit sequences, prepared to be compatible 
with the model input, were represented as 224 × 224 pixel 
RGB images and analyzed using three different CNN 
architectures. The first of these, AlexNet, a pioneering 
model in the field of image classification, was used in the 
experiments in its optimized 17-layer version. The second 
model, ResNet50, adopts the “residual connection” structure 
to address the vanishing gradient problem in deep networks, 
enabling the effective training of deeper layers. The third 
model, EfficientNetB0, offers a more balanced architecture 
with parameter efficiency and scalability, delivering 
competitive performance at a relatively low computational 
cost.

During the training of these models, various 
hyperparameter optimization techniques were applied 
to improve performance and maintain generalization 
capabilities. Learning rates, activation functions, and weight 

updates were carefully tuned, and regularization methods 
such as early stopping and dropout were employed to 
prevent overfitting. Upon completion of the training process, 
the performance of all three models was comparatively 
evaluated on the test datasets.

Following training, the models’ performance was assessed 
using the test data. The input images were processed by 
the CNNs for feature extraction, and weight updates were 
optimized to produce the hierarchical model shown in Fig. 8, 
capable of making accurate predictions with high accuracy 
on the test data. Within this context, AlexNet demonstrated 
higher accuracy and more stable learning performance based 
on the input images, whereas ResNet50 and EfficientNetB0, 
despite having certain advantages, lagged behind AlexNet in 
overall classification performance.

During the training process, data augmentation techniques 
were applied to enhance the generalization capability of the 
models and prevent overfitting. As part of data augmentation, 
the images were rotated by 90◦ increments ( 90◦, 180◦, 270◦ ) 
to increase diversity. This approach was chosen to preserve 
the statistical structure of the bit sequences while allowing 
the model to evaluate them from different orientations, 
thereby improving rotational invariance. More complex 
augmentation methods (e.g., adding noise, scaling) were 
not applied, ensuring that the integrity of the bit sequences 
for randomness analysis was maintained.

In this study, three different CNN architectures 
were employed for deep learning-based randomness 
analysis: AlexNet, ResNet50, and EfficientNetB0. The 
hyperparameters used during model training are presented 
in Table 4. The learning rate was updated every 5 epochs 
to prevent the model from getting trapped in local minima, 
and early stopping was applied to mitigate overfitting. 
Additionally, 5-fold cross-validation was utilized to further 
enhance the generalization ability of the models. Throughout 
training, the network weights were updated using the 
backpropagation algorithm, ensuring the selection of 
optimal parameters.

Among the employed architectures, AlexNet is a widely 
used CNN model in deep learning, performing multi-layered 
convolution and pooling operations to extract features 
from input images. ResNet50, with its 50-layer structure 

Table 3   Data set structure

Class Number of training 
data sets

Number of validation 
data sets

Explanation

TRNG-Passed the test 1, 600 image 400 image FPGA-based TRNG data passing NIST tests after post-processing
TRNG-Failing the test 1, 600 image 400 image Raw FPGA-based TRNG data failing NIST tests
PRNG-Passed the test 1, 600 image 400 image High-quality PRNG data generated using the Python secrets 

library (NIST-compliant)
PRNG-Failing the test 1, 600 image 400 image PRNG data generated with local bias methods, failing NIST tests
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and residual connections, enables the effective training of 
deeper networks. EfficientNetB0, on the other hand, provides 
a more balanced architecture through a scaling strategy 
that optimizes parameter efficiency. Evaluating these three 
architectures together allows for a comparative analysis 
across CNN models with varying depths and parameter 
optimization strategies.

The learning rate specified in the table was updated 
every five epochs to prevent the model from getting 
trapped in local minima and to ensure a more stable 
learning process. Additionally, early stopping was applied 
to prevent overfitting. The Adam optimization algorithm 
was employed to enhance training efficiency and optimize 
parameter updates. The training and validation datasets were 
split in an 80 ∶ 20 ratio to prevent model bias and improve 
generalization capability.

The careful selection of hyperparameters in the proposed 
DL model ensured a balanced performance of the model in 
metrics such as accuracy, precision, recall and F1 score. The 

weights obtained during the training process were recorded 
and the generalization ability of the model was tested using 
the cross-validation method.

Processing of the bit-sequence datasets and the training 
of the deep learning model were carried out on a system 
equipped with an 11th Gen Intel(R) Core(TM) i7-11800H 
@ 2.30 GHz processor. To enhance generalization and 
mitigate overfitting, a 5-fold cross-validation procedure was 
applied. During each training phase, the model was tested on 
different subsets to strengthen its generalization capability.

During the hyperparameter optimization process, the 
learning rate was initially set to 0.001 and updated every five 
epochs to ensure a more stable and efficient learning. The 
total training was planned as 100 , but early stopping method 
was applied to avoid unnecessarily long training time. Data 
augmentation techniques were used to make the model more 
robust to different data variations. In this context, the images 
in the training data were diversified by rotating the images 
in multiples of 90◦ degrees ( 90◦, 180◦, 270◦ ). The reason for 
choosing this method is to preserve the statistical structure 
of the bit sequences and contribute to a more generalizable 
learning of the model against random bit sequences 
generated from different angles.

3.3 � Validation process

The validation process of the proposed DL model was 
carried out in order to evaluate the generalization capability 
of the model and its performance on real-world data. In the 
validation phase, the performance of the parameters learned 
during the training of the model on new and unprecedented 
data sets is analyzed. In this process, a 5-fold cross-validation 

Fig. 8   Feature extraction and classification process of the proposed DL model for randomness analysis

Table 4   Hyperparameters used in training the model

Hyperparameter Value

Learning Rate 0.001(Updated every 5 epochs)
Number of Epochs 100

Batch Size 16

Optimization Method Adam
Verification Method 5 layered cross validation
Early Stopping 10 if there is no improvement 

throughout the epoch
Trainer Size 6, 400 image
Validation Set Size 1, 600 image
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method was applied to avoid overfitting and to obtain the 
best overall performance.

The dataset is divided into 80% training and 20% 
validation to ensure a balanced evaluation of the model. 
With the cross-validation method, the model was trained 
and tested on different subsets at each iteration. This method 
prevented the model from memorizing specific data samples 
and ensured generalizable learning.

In the cross-validation process, the model was trained 
with the four subsets and validated with the one subset in 
each iteration. After the validation was completed for all 
subsets, the average accuracy, precision, recall and F1 score 
were calculated. By applying the early stopping method, 
the training process was terminated when there was no 
improvement in the verification loss during 10 epochs.

In order to increase the generalization capability of the 
model and to prevent false learning structure, the following 
techniques were applied:

•	 Balanced Dataset: In order to prevent the model from 
biased learning, it was ensured that the "passed" and "not 
passed" classes had an equal number of instances. Since 
the imbalance of the dataset may change the model's 
tendencies, balancing techniques were applied in the data 
preprocessing stage.

•	 Dropout Technique: To prevent the model from 
developing overdependence on certain neurons, some 
neurons were randomly disabled during training. This 
method allowed the model to explore different neuronal 
connections, which helped to increase its generalization 
capacity and prevent overlearning.

•	 Data Augmentation: Data augmentation was applied 
to increase the generalization capability of the model. 
However, only 90 degrees and multiples of degrees were 
returned as (90◦, 180◦, 270◦) in order to avoid distorting 
the structure of the bit strings and causing mislabeling 
errors. This limitation was set as a strategy to ensure the 
transformation invariance of the model while maintaining 
the statistical integrity of the randomness analysis

As a result of this validation process, the generalization 
capability of the model was successfully tested, the tendency 
to overlearn was minimized and more consistent results were 
obtained. Cross-validation increased the reliability of the 
test results and improved the model's fit to real-world data.

4 � Experımental results

This section provides a comprehensive evaluation of the 
proposed deep learning models based on their performance 
metrics. Key classification measures, including accuracy, 
precision, recall, and F1-score, were calculated to analyze the 

overall performance of the models. In addition, the loss and 
accuracy curves during training and validation were examined, 
and the learning dynamics of the models were visualized to 
assess performance variations. The evaluation of the models 
is summarized in Table 5.

In this study, not only AlexNet but also ResNet50 and 
EfficientNetB0 architectures were comparatively evaluated. 
The experiments demonstrated that the AlexNet model 
achieved the highest performance, with 87% accuracy, 79% 
precision, 99% recall, and an 88% F1-score. In contrast, the 
ResNet50 model exhibited only near-random prediction 
performance with 50% accuracy and generated numerous false 
positives due to its low precision. EfficientNetB0 provided 
relatively balanced results with 56% accuracy and a 69% 
F1-score, yet it lagged behind AlexNet.

To further assess the effectiveness of the proposed deep 
learning-based approach, traditional ML methods were also 
tested. Support Vector Machine (SVM) and Random Forest 
(RF) algorithms were employed for comparison. Both methods 
reached an overall accuracy of 84% , but they demonstrated 
low precision values ( 76 − 77% ) in correctly classifying 
bit sequences that failed the NIST tests (i.e., non-secure 
sequences), indicating vulnerability to critical classification 
errors. In contrast, the proposed AlexNet architecture reliably 
distinguished both random and non-random bit sequences, 
achieving over 87% accuracy, a more balanced precision–recall 
relationship, and higher F1-scores. These results highlight 
that the proposed approach not only delivers superior overall 
accuracy but also provides a more consistent and reliable 
assessment in terms of cryptographic security. Consequently, 
AlexNet emerges as the most suitable and effective architecture 
for the problem addressed in this study.

In DL models, training loss is an error metric that indicates 
how much the model's predictions on the training data set 
deviate from the true values. Validation loss is the error rate 
on a validation set that the model has not seen before and is 
critical for assessing the generalization ability of the model. 
The loss function is typically computed using functions such 
as Binary Cross-Entropy Loss (Log Loss) and is defined as 
shown in Eq. 7:

(7)Loss = −
1

N

N
∑

i=1

[

yi.log
(

ŷi
)

+
(

1 − yi
)

.log(1 − ŷi)
]

Table 5   Performance metrics of DL models

Model Accuracy Precision Recall F1 Score

AlexNet 0.87 0.79 0.99 0.88

ResNet50 0.50 0.50 1.00 0.67

EfficientNetB0 0.56 0.57 0.89 0.69
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Here,yi is the actual label, ŷi denotes the predicted 
probability,N  is the total number of samples. Training 
loss is computed by calculating this function on training 
data, while validation loss is calculated on validation data 
that the model has not seen before. If the validation loss 
increases continuously while the training loss decreases, the 
model may be overfitting. Conversely, if both loss values 
are high, the model may be underfitting. Similarly, training 
accuracy measures the model's correct prediction rate 
on the training set, and validation accuracy measures the 
model's performance on the validation dataset. Training and 
validation accuracy are calculated as shown in Eq. 8:

The Confusion Matrix is a tool used to evaluate the 
performance of classification models, encompassing True 
Positive (TP), True Negative (TN), False Positive (FP), and 
False Negative (FN) values. Metrics derived from these 
components determine the model’s key evaluation criteria, 
including accuracy, precision, recall, and F1 score. The 
mathematical definitions of accuracy and precision are given 
in Eqs. 8 and 9, representing the overall success rate of the 
model and the proportion of correctly predicted positive 
samples, respectively. The recall value, presented in Eq. 10, 
indicates how well the model identifies actual positive cases. 
The F1 score, which is the harmonic mean of precision 
and recall, is calculated according to Eq. 11, providing a 
comprehensive measure of the model’s overall performance.

To evaluate the generalization capabilities of the models, 
classification performance metrics were calculated and 
summarized in Table 6. This table presents the True Positive 
Rate (TPR), False Positive Rate (FPR), and Area Under the 
Curve (AUC) values. Equations 12, 13, and 14 respectively 
illustrate how TPR, FPR, and AUC are computed.

(8)Accuracy =
TP + TN

TP + TN + FP + FN

(9)Precision =
TP

TP + FP

(10)Recall =
TP

TP + FN

(11)F1 Score = 2 ⋅
Precision ⋅ Recall

Precision + Recall

The results indicate that AlexNet demonstrated the most 
balanced and reliable performance, achieving a TPR of 
0.99 , FPR of 0.25 , and an AUC of 0.87 . The EfficientNetB0 
model showed limited success with a TPR of 0.89 and an 
AUC of 0.56 . In contrast, ResNet50 assigned all samples 
to the positive class theoretically, resulting in a TPR of 
1.00 and FPR of 1.00 , and consequently an AUC of 0.50 , 
which corresponds to random guessing.

According to Table 6, AlexNet exhibited the strongest 
discriminative capability with an AUC of approximately 
0.87 , owing to its combination of low FPR and high TPR. 
EfficientNetB0 demonstrated a moderate discriminative 
power (AUC ≈ 0.56 ), whereas ResNet50’s AUC of 0.50 
indicates that this architecture performed classification 
largely at the level of random guessing.

In the study, not only statistical tests but also 
complexity measures were employed to analyze the 
structural characteristics of the generated sequences. 
Spectral entropy (SE), C0 complexity, and permutation 
entropy (PE) were calculated. The results show that 
the raw FPGA data had SE = 13.52 , C0 = 0.0017 , and 
PE = 0.7705 , whereas PRNG sequences that failed 
the randomness tests exhibited lower complexity 
( SE = 12.00 ,  PE = 0.5977 ) .  Post-processed FPGA 
sequences (  SE = 13.57 ,  PE = 0.7737 )  and PRNG 
sequences that passed the randomness tests ( SE = 13.57 , 
PE = 0.7736 ) both demonstrated similarly high entropy 
levels. These findings indicate that FPGA-based data 
possess strong characteristics in terms of complexity 
measures, comparable to systems based on chaotic maps 
reported in the literature (Gao et al. 2025b, 2025c). Thus, 
the proposed approach was validated not only through 
classical statistical tests but also via complexity analyses.

In an ideal model, validation accuracy should be close 
to training accuracy, and validation loss should remain 
low. The analysis of these metrics is crucial for early 
stopping, hyperparameter optimization, and enhancing 
generalization capability. Training/validation losses, 
accuracy curves, confusion matrix results, and prediction 
outputs for the three CNN architectures are collectively 
presented in Fig.  9. These visualizations provide a 
comprehensive comparison of each model’s generalization 
capacity and classification performance.

(12)TPR =
TP

TP + FN

(13)FPR =
FP

FP + TN

(14)AUC =
∫

1

0

TPR(FPR)d(FPR)

Table 6   Classification performance of DL models

Model TPR FPR AUC​

AlexNet 0.99 0.25 0.87

ResNet50 1.00 1.00 0.50

EfficientNetB0 0.89 0.77 0.56
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Figure 9a–c illustrate the training and validation accuracy 
curves across epochs for AlexNet, EfficientNetB0, and 
ResNet50, respectively. As shown in Fig. 9a, the AlexNet 
model achieved a gradual increase in training accuracy, 
reaching approximately 0.90 , while the validation accuracy, 
despite some fluctuations, stabilized around 0.80 . This 
indicates that the model not only learned the training data 
but also generalized effectively to the validation set. The 
fivefold cross-validation results yielded an average accuracy 
of ≈ 0.87 and an F1 score of ≈ 0.88.

In contrast, as presented in Fig. 9b, the EfficientNetB0 
model’s training accuracy quickly rose to ≈ 0.88 − 0.89 ; 
however, its validation accuracy remained near chance 

level ( ∼ 0.50 ) throughout the training process. This marked 
divergence suggests that the model overfit the training data 
and failed to generalize to unseen data. The cross-validation 
mean accuracy was ≈ 0.566 with a standard deviation of 
≈ 0.083 . Similarly, Fig. 9c shows that ResNet50 plateaued 
at a training accuracy of ≈ 0.54 − 0.58 , with validation 
accuracy around ≈ 0.55 . The wide uncertainty range 
indicates unstable generalization behavior on the validation 
set. Cross-validation mean accuracy was ≈ 0.563 with a 
standard deviation of ≈ 0.052.

In summary, only AlexNet demonstrated meaningful and 
sustained improvement in validation accuracy, successfully 
capturing the discriminative structure of the dataset. Despite 

Fig. 9   DL model accuracy, confusion matrix and prediction results (a) AlexNet Accuracy, (b) EfficientNetB0 Accuracy (c) ResNet50 Accuracy, 
(d) AlexNet Prediction, (e) EfficientNetB0 Prediction, (f) ResNet50 Prediction, (g) AlexNet Confusion Matrix, (h) EfficientNet
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their deeper and more complex architectures, EfficientNetB0 
and ResNet50 overfit the limited dataset, resulting in lower 
validation performance.

Figure 9d–f display the prediction outputs over epochs 
for the three models. AlexNet outputs in Fig. 9d show a 
clear separation between classes and well-defined decision 
boundaries, demonstrating the model’s capability to 
correctly capture discriminative patterns in the dataset. 
In contrast, EfficientNetB0 predictions in Fig. 9e exhibit 
high fluctuations and class ambiguities during validation, 
indicating limited generalization ability. ResNet50 
predictions in Fig. 9f are similarly unstable, with the model 
failing to meaningfully separate classes and showing high 
uncertainty at decision boundaries.

Figure 9g–i present the confusion matrices corresponding 
to each model. The AlexNet confusion matrix in Fig. 9g 
shows high true positive (TP) and true negative (TN) rates 
with very few misclassifications, confirming the model’s 
ability to accurately distinguish both sequences that satisfy 
and fail the randomness criteria. EfficientNetB0, shown in 
Fig. 9h, exhibits a high false positive (FP) rate particularly 
for the negative class, consistent with its near-chance 
validation performance. ResNet50, as illustrated in Fig. 9i, 
demonstrates imbalanced TP and TN rates, indicating a 
failure to meaningfully separate classes.

Overall, evaluation of both confusion matrices and 
prediction outputs indicates that only AlexNet provides 
consistent, balanced, and reliable results, whereas 

EfficientNetB0 and ResNet50 fail to maintain robust 
classification accuracy due to poor generalization on the 
validation set.

The ablation analysis presented in Fig.  10 was 
conducted to assess the contributions of key components 
affecting the performance of the AlexNet model, which 
achieved the highest accuracy in this study. In this context, 
the individual effects of rotational data augmentation, 
early stopping, and 5-fold cross-validation were analyzed. 
The results indicate that removing data augmentation 
increased the model’s average validation accuracy to 
94.72% , suggesting that this component effectively limits 
overfitting. However, the high standard deviation of 5.52% 
implies reduced stability in the absence of augmentation. 
Therefore, data augmentation contributes to long-term 
generalizability of the model.

When the early stopping mechanism was removed, the 
validation accuracy increased only marginally to 88.16% , 
and this change was not statistically significant. This 
finding highlights that early stopping primarily prevents 
unnecessarily prolonged training and ensures efficient use 
of training time.

Finally, omitting cross-validation resulted in 100% 
accuracy, suggesting potential overlap between training and 
test data or insufficient test data for proper generalization. 
This outcome demonstrates that without cross-validation, 
the model becomes prone to overfitting, and the obtained 
high accuracy may not generalize to real-world scenarios.

Fig. 10   AlexNet ablation analysis
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Overall, the ablation analysis reveals that each component 
affects both the performance and stability of the model. 
This indicates that all architectural elements employed in 
the proposed approach collectively contribute to a balanced 
and generalizable learning process.

In line with these findings, the experimental results show 
distinct performance differences among the deep learning 
architectures used. The AlexNet model achieved the highest 
overall performance, with 87% accuracy, 79% precision, 99% 
recall, and 88% F1 score, demonstrating strong sensitivity 
by correctly identifying nearly all positive instances. 
ResNet50, on the other hand, exhibited only random-guess-
level performance with 50% accuracy; despite a recall of 
100% , its low precision resulted in a high number of false 
positives. EfficientNetB0 provided a more balanced outcome 
with 56% accuracy and 69% F1 score, but still lagged behind 
AlexNet. Overall, these analyses confirm AlexNet’s superior 
performance compared to ResNet50 and EfficientNetB0.

4.1 � Statistical reliability analysis of model 
performances

In this study, bootstrap analysis was applied to evaluate the 
performance reliability of the models. Bootstrap is a method 

that allows examining statistical reliability by repeatedly 
generating subsamples from the original dataset using 
sampling with replacement. In this analysis, 1000 iterations 
were performed, with 80% of the test set included in each 
bootstrap sample. For each bootstrap iteration, the relevant 
metrics were calculated to obtain their distributions.

The primary purpose of the bootstrap method is to 
estimate the distribution of a performance measure � based 
on samples derived from the original dataset. Accordingly, 
the metrics for the bootstrap samples created from n 
observations, ( D∗

1
,D∗

2
,…D∗

B
) are repeatedly computed as 

defined in Eq. 15:

Here, f (.) denotes the selected metric, and, D∗
b
 denotes the 

selected metric, and b-th. bootstrap sample. The resulting set 
{

�̂∗
1
, �̂∗

2
,… , �̂∗

B

}

 forms the empirical distribution of the 
performance measure. From this distribution, the mean, 
standard deviation, and confidence intervals can be 
calculated to assess the statistical reliability of the model.

Figure  11 presents the bootstrap distributions of F1 
scores for the three different deep learning architectures. 
The plot shows that the F1 scores of the AlexNet model are 

(15)�̂
∗
b
= f

(

D∗
b

)

, b = 1, 2,… ,B

Fig. 11   F1 score bootstrap analysis of the deep learning models used
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almost entirely close to 1 , indicating very high accuracy and 
consistency. In contrast, the F1 scores for the EfficientNetB0 
model are clustered around 0 , demonstrating that this 
model failed to perform effective classification on the given 
dataset. The ResNet50 model exhibits F1 scores distributed 
approximately between 0.6 and 0.7 , indicating a moderate 
level of performance. These results highlight that bootstrap 
analysis allows for a more comprehensive understanding of 
model sensitivity to sampling variability, beyond reporting 
a single accuracy or F1 score. In particular, the high and 
stable performance of AlexNet, the moderate but variable 
performance of ResNet50, and the low performance of 
EfficientNetB0 are clearly observed through the bootstrap 
distributions.

5 � Results and conclusıons

In this study, a deep learning–based randomness evaluation 
method was proposed to overcome the limitations of 
conventional statistical test suites, particularly those of 
NIST SP 800–22. Bit sequences obtained from FPGA-
based RO-TRNG and various PRNG sources were selected 
with a length of 1,204,224 bits and transformed into 
224 × 224 RGB images for analysis using CNN-based 
models. Comprehensive experiments conducted on AlexNet, 
ResNet50, and EfficientNetB0 architectures showed that the 
AlexNet model achieved the highest overall performance, 
with 87% accuracy, 79% precision,99% recall, and 88% F1 
score. Despite its deep structure, ResNet50 reached only 50% 
accuracy, performing close to random guessing; although 
its recall was high, its low precision resulted in a substantial 
number of false positives. EfficientNetB0 demonstrated a 
more balanced performance with 56% accuracy and 69% F1 
score, yet it remained inferior to AlexNet.

The experimental findings indicate that the proposed 
AlexNet-based approach not only provides the statistical 
validation offered by conventional tests such as NIST SP 
800–22 but also captures structural dependencies and 
unpredictable patterns within datasets. Consequently, the 
model simultaneously delivers high accuracy, low error 
rates, and short processing times—features critical for 
modern cryptographic systems.

The findings obtained in this study also provide a 
significant contribution in the context of cryptographic 
security. While traditional statistical tests are effective 
in evaluating the basic statistical properties of random 
number generators, they may fall short in capturing 
complex dependency structures and long-term patterns that 
are critical against cryptographic attacks. The proposed 
deep learning–based approach, however, is capable of 
detecting such intricate structures, thereby revealing not 
only the level of randomness but also the security value 

of the generated sequences for cryptographic protocols. 
This capability enhances the practical applicability of the 
method in high-security applications such as key generation, 
session management, and digital signatures, thus directly 
contributing to the overall security framework of systems. In 
conclusion, the proposed deep learning–based randomness 
evaluation method presents an innovative solution that 
addresses the shortcomings of traditional statistical tests. 
The approach optimizes processing time for large-scale 
datasets, enabling more comprehensive, reliable, and 
scalable analyses. The results suggest that AI-assisted testing 
methods can serve as a powerful alternative in cryptographic 
security processes and may contribute to the development 
of new standards in the future. As a future projection, the 
proposed methodology can also be extended to include 
evaluations under cryptanalysis-oriented scenarios such as 
adversarial robustness, side-channel analysis, and known-
plaintext attacks, and these aspects are planned to be 
comprehensively investigated in subsequent studies.
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